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Revisions
Revision Date Description
0.1 06/02/21 Initial revision:
e Added debugging instructions for C++, Python,

JavaScript, PHP, and C#.

0.2 06/10/21 e Added php.ini settings.

0.3 04/02/24 e Added remote debugging instructions for C++
Python, JavaScript, PHP, and C#.
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1 Debugging C++ plugin

1.1 Required tools
Download and install the tools below:

e Visual Studio 2019
The Visual Studio 2019 tool can be downloaded at the following link:
https://visualstudio.microsoft.com/downloads

o Install Desktop development with C++.

e Windows 8.1 SDK for MS Windows
The Windows 8.1 SDK for MS Windows tool can be downloaded at the following link:
https://developer.microsoft.com/en-us/windows/downloads/sdk-archive

o In the Earlier releases section, download the Windows 8.1 SDK release by clicking the
Install SDK link.

Earlier releases

Release

Released in October 2013, this SDK can be used to

create Windows apps (for Windows 8.1 or later) using

web technologies, native, and managed code; or INSTALL SDK >
desktop apps that use the native or managed

nronrammina mndal

Windows 8.1 SDK

1.2 Tool configurations

1.2.1 Project configuration

In Visual Studio Solution Explorer, right click on the project and select Properties to view the project
properties. The C++ plugin project must be built with the Windows 8.1 SDK and v142 platform toolset.


https://visualstudio.microsoft.com/downloads
https://developer.microsoft.com/en-us/windows/downloads/sdk-archive
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Configuration: | Debug ~ | Platform: | Active(x64) bt C
4 Configuration Properties + General Properties

General Output Directory ${SolutionDir) ${PlatformM\$(Confi
Advanced Intermediate Directory S(Platform)\S(Configuration],
Debuggfr‘lg _ Target Name $(ProjectMame)
VC++ Directories Configuration Type Dynamic Library (.dll)

bC/Ces Windows SDK Version 8.1

I Linker . .

b Manifest Toal Platform Toolset Visual Studio 2019 (v142)

anifest Too
b XMIL Document Generatar C++ Language Standard Default (150 C++14 Standard)
b C Language Standard Default (Legacy MSVC)

Browse Information

1.2.2 Build C++ plugin with debug symbols

Select the Debug configuration and build C++ plugin project (Ctrl-Shift-B). Then, copy the output DLL
files to <service root>\Debug\Modules directory.

:File Edit Wiew Git Project Build Debug  Test m

Qe - B2 WG Debug %64
ebug
DebugDll
MinSizeRel
Release
RelWithDeblnfo

Configuration Manager...

1.3 Debugging
1. Run the service Debug build in administrator account.
2. Run the Visual Studio in administrator account.
o Visual Studio must be run with the same account as service.
3. Open the C++ plugin project.
4. Attach Visual Studio debugger to Codiac. HTTPService.exe process (Ctrl-Alt-P).
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Attach to Process ? X
Connection Type: Default .
Connection Target: BRAD-WINPC — Find...

Connection Type Information
The default connection lets you select processes on this computer or a remote computer running the Visual Studie Remote Debugger
(MSVSMON.EXE).

Attach to: Automatic: Native code Select...

Available Processes

Filter Processes P~
Process D Title Type User Mame Session 2
Code.exe 2936 xbd CHAMPION \vergel 4
Code.exe 7000 ubd CHAMPION\vergel [l.. 4
Code.exe 16436 ufd CHAMPION \vergel 4
Code.exe 3336 GenerateReportExamples.cpp - ExampleModule., x84 CHAMPION \vergel 4
CodeHelper.exe 15552 Managed (v4... CHAMPION\vergel 4
Codiac.HTTPService.e... 164 CHAMPION\vergel [... 4
conhost.exe 18812 xbd CHAMPION\vergel [... 4
conhost.exe 15244 ufd CHAMPION \vergel [.. 4
conhost.exe 18784 x6d CHAMPION\vergel [... 4
rrnhack ave 14500 ~BA CLARADION arnal T A e

>
[]Show processes from all users Refresh

5. Open the plugin class and set the breakpoint.

6. Execute the extension function in the client. This should stop at the breakpoint, and the current
line will have a yellow arrow.

N\ AppMILL
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Process: [4872] Codiac. HTTPService.exe - Lifecycle Events ~ Thread: | [15988] ntdll.dll thread

MessageHelperExamples.cpp ® X

%] CodiacSDK.PluginHelpersExamj = {} messagehelpersxamples = @ checkUpdatePolicyDatalconst u
26 return DuplicateString(response.c_str()); ]
27| } 1
28
29 // Get the string value from Alias wvalue and convert to number
38 double cash = 8.8;

31 utility::string t cashValue = plugin_helpers::GetAliasValue(TEXT=
32 =] try
33 {
] 34 cash = std::stod(cashvalue);
35 | 1
36 Bl catch(const std::invalid_argument&)
37 1
38 f{ if invalid number, send message to client that wvalue is m
39 utility::string t message = TEXT("Alias value ™);
48 message += cashValue;
41 message += TEXT(" isn't a number, couldn't continue executiol
42 utility::string_t response = plugin helpers::Error(MessagesE
43 return DuplicateString(response.c_str{)); "
100% -~ 4

Exception Seftings -

Mame

Autos | Locals Watch 1

= cashValue

Yalue Type Y - o=

L"100000"
Break When Thrown

Find Symbel Results Call Stack Breakpoints

7. You can step through the code by pressing the F10 (step over) and F11 (step into) keys and see
the variable values in watches.

8. To end debugging, open the Debug menu and select the Detach all menu item.

N\ AppMILL



\ App

Plugins and AF Extension Functions Debugging Guide

2 Debugging C++ AF extension module

2.1 Required tools

Download and install the tools below:

Visual Studio Code

The Visual Studio Code tool can be downloaded at the following link:
https://code.visualstudio.com/Download

Cmake

The Cmake tool can be downloaded at the following link: https://cmake.org/download/

o for building C++ AF extension module.

2.2 Tool configurations

2.2.1 Install C++ extension for Visual Studio Code

M w0 N

File Edit

In Visual Studio Code, click the extension icon on left side bar.

Enter C++ to search the extensions.

Select C/C++ extension by Microsoft.

Click the Install button to start the installation.

Selection Go Run

3 CfC++ 140
C/C++ IntelliSense, debugging, and co...

Microsoft Install

C++ Intellisense 02>

C/C++ Intellisense with the help of GN...

austin Install

C/C++ Compile Run 1014
Compile & single cfc++ files easly
danielpintoBzzb Install

C/C++ Clang Command Ada... 0.2

Completion and Diagnostic for C/C++/...

Terminal Help

Extension: C/C++ - ExampleModule - Visual Studio Code

= Extension: C/C++ X

Details

C/C 4+ 4+ ms-vscode.cpptools
Microsoft

C/C++ IntelliSense, debugging, and code browsing.
A [nstan | B

Feature Contributions

> 20,248,800 TN

Changelog

C/C++ for Visual Studio Code

2.2.2 Create launch.json for VS Code debugger

The launch.json file contains configuration for how VS Code starts the debugger. For debugging the
AF extension module, the VS code debugger needs to be attached to the Codiac service process.

\ App
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The Codiac module project template contains .vscode\launch.json file that enables VS Code to attach
to the application process. This can be recreated by following the instructions below:

1. Create launch.json file (if not created yet) in the .vscode directory.
2. Click the Add Configuration... button.

3. Select C/C++: (Windows) Attach if running on MS Windows or C|C++: (gdb) Attach if
running on Linux.

EXPLORER {} launchjson ®
> OPEN EDITORS {1 UNSAVED e > {} launch,

~ COD ODULES

w

1{} launch.json

[1C/C++: (gdb) Attach
[1c/c++: (gdb) Bash on Windows Attach
[1c/C++: (gdb) Bash on Windows Launch
[1c/C++: (gdb) Launch

\l_l C/C++: (gdb) Pipe Attach

3

[1c/C++: (gdb) Pipe Launch
[1c/c++: (Windows) Attach
[1C/C++: (Windows) Launch
{} Chrome: Attach

{} Chrome: Launch

{} Edge: Attach

{} Edge: Launch

7 Add Configuration...

4. This will create (Windows) Attach configuration shown below.

{} launchjson X
{} launchjson > ..

"configurations”:

"type":

"request™:
"processId":

5. Save the launch.json file.

o \ App
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2.2.3 Build C++ AF extension module with debug symbols

In VS Code, press the Ctrl-Shift-B key combination and select build debug version. Then, copy the
debug build output files (which is build\Modules\Debug directory) to <service root>\Debug\Modules
directory.

Terminal Help H o

2.3 Debugging
1. Run the service Debug build in administrator account.
o Do not use service Release build for debugging AF extension module.
2. Run the VS Code in administrator account.
o The VS Code must be run with the same account as service.
Open the source code directory of AF extension module.
Click the debug icon on the left side bar.
Select Windows (Attach).
Click the green play button (or F5) to start debugging.

N o o &~ w

Select the Codiac.Service process.
o At this point, VS Code is attached to the service process, and the bottom part turns orange.

8. Set a breakpoint on the AF extension function.

! \ App
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12

RUN H6 [>5(Windows) Aty £ - laur Attach to process
 VARIABLES E el | Codiac

.HTTPService.exe 20

CodeHelper.

notepad++.exe 3828

VexprojReader.exe

VexprojReader.exe 4704
VcxprojReader.exe

UULPULALLGS . pUSI_UdLR(d

1
b

INSERT_IN MULTI_MAP(TEXT("Multi.ExampleModule. ctOtherDb"), outputAlias);

v CALL STACK
PostgreSQL()

std::vector<AliasValue> outputAlias;

9. Execute a client request that evaluates the custom alias.
o This custom alias executes the AF extension function.
10. VS Code should stop at the breakpoint and highlight the current line.

11. At this point, you can step through the codes by pressing the F10 (step next), F11 (step into),
and F5 (continue) keys or disconnect (orange disconnect icon). You can add watches or see
local watches.

\ App
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R . [ (wWindows) AH ~

~ VARIABLES
~ Locals

55

~ CALL STACK

> ntdll.dll thread PAUSED DEBUG CONSOLE
~ ntdll.dll thread  PAUSED ON BREAKPOINT
ExampleModule.dll!PostgreSQL() L
CodiacsSDK.AliasFramework.dll!Ali
CodiacSDK.AliasFramework.d11!Ali
~ BREAKPOINTS
W Al Ex ons
« SqlExamples.cpp . & % 138
12 A1 £ (Windows) Attach (Codiac.Modules) (D) CMake: [Debug]: Ready 3§ [VisualStudio.14.0 - amd64] ¢ Build _[ALL BUILD] £ D>

P \ App
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3 Remote Debugging C++ plugin and AF extension functions

Full instruction for the remote debugging for the C++ applications can be found on the Remote Debug
a C++ Project - Visual Studio (Windows) | Microsoft [earn page.

3.1 Required tools
Download and install the tools below on the remote machine:

e Remote Debugger
The Remote Debugger can be downloaded at the following link: Remote Debug a C++ Project -

Visual Studio (Windows) | Microsoft Learn

3.2 Tool configurations

3.2.1 Install Remote Debugger

To set up the tool for remote debugging, follow the steps below:
1. Download the Remote Debugger.
2. Install the Remote Debugger on the remote machine.
3. Launch the Remote Debugger on the remote machine.

Recently added

Remote Debugger

The Remote Debugger working screen will be displayed as follows:

I Visual Studio 2019 Remote Debugger (Administrator) — [m] X

File Tools Help
Date and Time Description
i27.02.2024 8:36:49 Msvsmon started a new server named "WSAMZN-HBLT22AL:4024', Waiting for new connections.

In the Remote Debugger working screen, perform the following actions, to configure the access to the

Remote Debugger:
1. In the Menu, click the Tools menu section and select the Options... menu item. The Options

pop-up window opens.

H \ App
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Options ? X s

TCP/IP port number: 4024 |

Authentication mode

(®) Windows Authentication Permissions. .. |

(") Mo Authentication

Allow any user to debug

Maximum idle time (seconds): a

K, Cancel

In the Options pop-up window, fill in the necessary fields:
e TCP/IP port number — the communication endpoints that applications use to coordinate and
establish communication over a network using the TCP/IP protocol suite.

Based on the desired security level select:
o the Windows Authentication access and set the Permissions to a user,
or
e the No Authentication access for the remote debugging.

After the above-mentioned options are set, the remote machine will be ready to accept the Remote
Debugger’s requests.

3.3Debugging

On the local machine where plugins or modules were created, users just need to select the process in
the Visual Studio. The Remote Debugger will be attached to the selected process. For that:

1. Launch Visual Studio.

2. Click the Debug section on the menu, and select the Attach to Process... menu item.

b \ App
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Da File Edit View Git Project Build Debug Test Analyze Tools Bdensions Window  Help

Windows g - CodiacHTTPSenvice - P L
Graphics [+

P Start Debugging F5

P Start Without Debugging Ctrl+F5

fﬂ—l Performance Profiler... Alt+F2

fﬂ—l Relaunch Performance Profiler Shift+Alt+F2
Launch Python Profiling...

@# Attach to Process... Ctrl+Alt+P
Other Debug Targets 4

¥ StepInto F11

2 Step Over F10
Mew Breakpoint 4
Delete All Breakpoints Ctrl+Shift+F9

Enable All Breakpoints
Disable All Breakpoints

QY %Y

- =

Import DataTips ...

£} Options...

M  Codiac.HTTPService Debug Properties

The Attach to Process pop-up window opens.
Attach to Process ? *

Connection type: Remote (no authentication) ~
Connection target: | 10.0.1.9 ~ Find...

Connection type information
The 'Remote (no authentication)' connection should never be used on a network that might have hostile traffic. Use 'Default’ connection
where possible.

Attach to: Mative code Select...

Awvailable processes

Filter processes Pl
Process 1D Title Type User Name Session
Show processes from all users Refresh
Attach Cancel

3. In the opened Attach to Process pop-up window, select:

1 N\ AppMILL
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o the Remote (No authentication) debugger type from the Connection type drop-down
list,

o the remote machine IP address from the Connection target drop-down list, and

o press the ENTER key.

The debugger will connect to the remote machine, and the list of available processes that the debugger
can be attached to will be shown.

Connection type: Remote (no authentication) ~

Connection target: 10.0.1.5:4024 » Find...

Connection type information

The 'Remote (no authentication)' connection should never be used on a network that might have hostile traffic. Use 'Default’ connection
where possible.

Attach to: Mative code Select...
Available processes
Operation taking longer than expected
Process D Title o A remote operation is taking longer than expected.
Show processes from all users Refresh
Attach Cancel

4. In the available processes list, select the Codiac. HTTPService.exe process, and click the
Attach button.

v \ App
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Attach to Process ? *
Connection type: Remote (no authentication) v
Connection target: 10.0.1.9:4024 ~ Find...

Connection type information
The 'Remote (no authentication)' connection should never be used on a network that might have hostile traffic, Use 'Default’ connection
where possible.

Attach to: MNative code Select...

Available processes

At reaching a code for the plugins, the process will be stopped at the breakpoint that was set in the
developed plugin or modules.

Filter processes P~
Process 1] Title Type User Name Session (3
chrome.exe 4738 x64 APPMILL\adenisevich 1
chrome.exe 3196 x64 APPMILL\adenisevic... 1
chrome.exe 5184 x64 APPMILL\adenisevich 1
chrome.exe 6448 Double Commander download | SourceForge...  x64 APPMILL\adenisevich 1
E cmd.exe 8056 Administrator: C\Windows\System32\cmd.ex..  x64 APPMILL\adenisevic... 1
] APPMILL\adenisevic... 1
il conhost.exe 8300 x64 APPMILL\adenisevic... 1
4 conhost.exe a728 b4 APPMILL\adenisevich 1 v
« - nann ca smmeanas o o -
i
[ Show processes from all users Refresh
«
i
«
i
I

1683 + str
& 1664 > pgx
1 EAn Y

To allow the remote debugging, files with the Debug information that were generated at the build
should be added.

e N\ AppMILL
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4 Debugging Python plugin and AF extension functions

4.1 Required tools
Download and install the tool below:

e Visual Studio Code
The Visual Studio Code tool can be downloaded at the following link:
https://code.visualstudio.com/Download

4.2 Tool configurations

4.2.1 Install Python extension for Visual Studio Code
In Visual Studio Code, click the extension icon on the left side bar.
Enter Python to search the extensions.

Select Python extension by Microsoft.

R

Click the Install button to start the installation.

EXTENSIO KETP.. W OO base_plugin.py = Extension: Python X

3 Python 2021 5242023390
IntelliSense (Pylance), Linting, Debuggin...

Pyt hon ms-python.python
Microsoft | & 36675487 | k¥ k

Install IntelliSense (Pylance), Linting, Debugging (multi-thrs

Python for VSCode 023

Python language extension for vscode
Thomas Haakon Townsend Install This extension is recommended based on the files you rec
Python Extension Pack 1.5.0
Popular Visual Studio Code extensions f... Details Feature Contributions Changelog Dependencies Extis
Don Jayamanne Install
Python Indent 1142 g . g

ython indentation. Python extension for Visual Studio Code

4.2.2 Create launch.json for VS Code debugger

The launch.json file contains configuration for how VS Code starts the debugger. For debugging
Python plugin or extension module, the VS code debugger needs to be attached to debugpy port 3000.
Below are the instructions on how to create a launch.json file.

1. Create the launch.json file (if not created yet) in the .vscode directory.

2. Paste the content below into the launch.json file and save.

v \ App
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"version": "0.2.0",
"configurations": [

{

"name": "Python: Remote Attach",
"type": "python",
"request": "attach",
"connect": {
"host": "127.0.0.1",
"port": 3000
¥
"pathMappings": [
{

"localRoot": "${workspaceFolder}",
"remoteRoot": "."
}

15
"justMyCode": false

4.3 Debugging

20

1.
2.

© o N o 0 &

Run the service in administrator account.

Run the VS Code in administrator account.

o The VS Code must be run with the same account as service.
Open the Python directory to be debugged.

o AF extension function: <service root>\Modules\python.

o plugins: <service root>\plugins\python.

Add a breakpoint by inserting “self.-wait for debug attach()”, and save the file.
Execute the Python plugin or Python AF extension function.
Wait for console to print waiting for debugger.

Click the debug icon on the left side bar.

Select Python: Remote Attach.

Click the green play button (or F5) to start debugging.

. At this point, VS Code is attached to the debugger and shows the current being executed, and

the bottom part turns orange.
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File Edit Selecion View Go Run Terminal Help

UG D’q?y'lhon: Remote Attach --8 H

~ WARIABLES

~ Locals

~ CALL STACK PALSED ON STEF

Email

~ BREAKPOINTS
M Raised
¥ Uncaught Exceptio
| ExampleModule
« Exampleh
| ExternalModule.py
thon 3.7.164-bit @ 0A4 &P

DEBUG COMSOLE

Email(self):
.wait for_debug attach()
value ="

avLanguage
language =

.get from map(“Ali
ralue to stri

if language == "F
avRecipient = .get_from_map
recipient = avRecipient.value_t

Filte

11. You can step through the codes by pressing the F10 (step next), F11 (step into), F5 (continue) or
disconnect (orange disconnect icon) keys. You can add watches or see local watches.

21
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5 Remote Debugging Python plugin and AF extension functions

In the Python language, remote debugging is almost identical to local debugging.
In the installed the Python Visual Studio Debugger engine (ptvsd), updated the following code line:
ptvsd.enable attach(address=("localhost’, 3000))

Where the localhost and local port values should be changed to the remote machine IP address and
port.

Then, perform the debugging steps as for the local debugging described above in the Debugging
section.

22
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6 Debugging JavaScript plugin and AF extension functions

6.1 Required tools
Download and install the tool below:

e Visual Studio Code
The Visual Studio Code tool can be downloaded at the following link:
https://code.visualstudio.com/Download

6.2 Tool configurations

6.2.1 Create launch.json for VS Code debugger

The launch.json file contains configuration for how VS Code starts the debugger. For debugging
JavaScript plugin and extension module, the VS code debugger needs to be attached to the inspector
port 9229. Below are the instructions on how to create launch.json file.

1. Create the launch.json file (if not created yet) in the .vscode directory.

2. Paste the content below to the launch.json file and save.

"version": "0.2.0",
"configurations": [

{
"type": "node",

"request": "attach",

"name": "Attach",

"port": 9229,

"localRoot": "${workspaceFolder}",
"remoteRoot": "."

6.3 Debugging
1. Run the service in administrator account.
2. Run VS Code in administrator account.

o VS Code must be run with the same account as service.

23
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24

10.

11.

Open the JavaScript directory to be debugged.
o AF extension function: <service root>\Modulesjs.
o plugins: <service root>\plugins\js.

Insert nodejs inspector (red box) in JavaScript script to be debugged. The port must match the
port of launch.json file.

.open{9229,  'loc

or.waitForDebugger();
require( ' fs");
return- extModule.SaveCrunchfToOtherDb( ' crunchf 1 getCrunchF())

.then({) => extModule.GetCrunchfFromOtherDb( ', "185P'))
.then{function(crunchfList) {

After the inspector, add breakpoints by clicking on the left side of line number.
Execute the JavaScript plugin or JavaScript AF extension function.

When the inspector starts listening, the console output will have Debugger listening .. as
shown below:

Click the debug icon on the left side bar.
Select Attach.

Click the green play button (or F5) to start debugging. At this point, VS Code is attached to the
debugger.

You can step through the codes by pressing the F10 (step next), F11 (step into), and F5
(continue) keys or detach (orange chain icon). You can add watches or see local watches.
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RUM A.. [» Attach EREED 5 J5 UnitValues)s X

~ VARIABLES

~ Local: sendEmail
(json_params));

sendEmail({json_params) [
i = require(’i
229, - 'local
ebugger();

pluginLanguage = cmodule.getAliasValue(”

~ CALL STACK 28 D if (pluginLanguage =
~ % Attach: Re..  PAUSED ON BREAKPOINT
sendEmail UnitValues,s 208:5

<{anonymous >
cmodule. print(

> \ App
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7 Remote Debugging JavaScript plugin and AF extension
functions

In the JavaScript language, remote debugging is almost identical to local debugging.

In the Remote Debugger in the Attach to Process step, select the IP address from the Connection
target drop-down list. The IP address should belong to the remote machine.

Then, perform the debugging steps as for the local debugging described above in the Debugging
section.
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8 Debugging PHP plugin and AF extension functions

8.1 Required tools
Download and install the tool below:

e Visual Studio Code
The Visual Studio Code tool can be downloaded at the following link:
https://code.visualstudio.com/Download

8.2 Tool configurations

8.2.1 Install PHP Debug extension for Visual Studio Code
In Visual Studio Code, click the extension icon on the left side bar.
Enter PHP Debug to search the extensions.

Select the PHP Debug extension by Felix Becker.

R

Click the Install button to start the installation.
< Extension: PHP Debug X

P H P De b u g felixfbecker.php-debug
PHP Debug 1.15.1 . ; :
Debug support for PHP with Xdebug Felix Becker o} L & 6 Repository License v1.15.1
Felix Becker Insfall Debug support for PHP
PHP Debug 1.14.0
Debug support for PHP with Xdebug
Robert Lu Install This is re ed based on the files you recently opened.

4 PHP Intelephense 171
PHP code intelligence for Visual Studio ... Details Feature Contributions Changelog

Ben Mewburn Install

* PHP IntelliSense 2312
cvanced Autocompleton an Refact.. PHP Debug Adapter for Visual Studio Code

Install

8.2.2 Create launch.json for VS Code debugger

The launch.json file contains configuration for how VS Code starts the debugger. For debugging the
PHP plugin and extension module, the VS code debugger needs to listen for an XDebug connection at
port 9005. Below are the instructions on how to create a launch.json file.

1. Create the launch.json file (if not created yet) in the .vscode directory.

2. Paste the content below to the launch.json file and save.
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"version": "0.2.0",

"configurations": [

{

"name": "Listen for XDebug",

"type": "php",
"request": "launch",
"port": 9005,
"hostname"”: "localhost"

8.2.3 Configure php.ini

XDebug extension needs to be added and configured in php.ini which is located in service root

directory. Below are the default settings:

]phpth|

1 html errors=0

2 register_ argc_argv=l

3 implicit flush=1

4 output_buffering=0

max_execution time=0

max_input time=-1

extension=C:\Codiac.Servicex64 Release\CodiacSDK.AliasFramework.dll

10 extension=C:%\Codiac.Service\x64\Release\phpl\exti\php ocigd 12c.dll

11 [zend extension=C:\Codiac.Service\x64\Release'\php'ext\php xdebug.dl]]
12 ; [XDebug]

13 xdebug . mode=debug

14 xdebug.start with reguest=yes
1’5 xdebug.client host=127.0.0.1
1& xdebug.client port=5005

1 xdebug.remote _handler=dbgp

For debugging a PHP script, the following parameters should be set:
e php xdebug.dll is in the extension list.
e xdebug.mode must be set to debug.

e client host and client port matched the VS Code launch.json file.

8.3 Debugging
1. Run the service in administrator account.
2. Run VS Code in administrator account.

o VS Code must be run with the same account as service.

28
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N o o &

oo

Open the PHP directory to be debugged.

o AF extension function: <service root>\Modules\php.

o plugins: <service root>\plugins\php.

Add a breakpoint by clicking the left side of the line number.
Click the debug icon on the left side bar.

Select the Listen for XDebug.

Click the green play button (or F5) to start debugging. At this point, VS Code is attached to the
debugger.

Execute the PHP plugin or PHP AF extension function.

Wait for a few seconds to stop at breakpoint.

File Edit Selecion WView Go Run Terminal Help GenerateReport.php - php - Visual Studio Code

D7Listen for J{D@v B

~ VARIAELES

~ Locals . -
> SendEmail

n-executelson(json_encode($jsonRequest));

crunchfReport($jsonParams) |
var_dump(

$aliasViewData = $jsonParams['alias view c
4 $inlineldson = "";
[> 55 | if (is_array($aliasViewData) && !empty($aliasViewData)) {
$inlinelson = json_encode($aliasViewData[@]);
“ CALLSTACK PAUSED ON BREAKPOINT

DEBUG COMSOLE

GenerateReport-*crunchfRe

®0MA0 £ Listen for XDebug (php) ln55Col1 Spacess2 UTF-8 CRLF

10. You can step through the codes by pressing the F10 (step next), F11 (step into), and F5
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(continue) keys or stop (orange square icon). You can add watches or see local watches.
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9 Remote Debugging PHP plugin and AF extension functions

In the PHP language, remote debugging is almost identical to local debugging.
To set the remote debugging PHP plugin and AF extension functions, configure the php.ini file which
is located in service root directory. Below are the default settings:

Ljpmﬁﬂﬂl

1 html errors=0

3 implicitc flush=1
4 output_buffering=0

max_input time=-1

2 register argc argv=l

5 max execution time=0

extension=C:‘Codiac.
extension=C:‘Codiac.
extension=C:‘Codiac.
10 extension=C:‘Codiac.

Servicehx64'\Release\CodiacSDK.AliasFramework.dll
Servicehx64'\Release\plugins\CodiacSDK.PhpWrapper.dll
Service\x€4\Release\phphext\php sglsrv_73_ts_x64.dll
Servicehx64'\Release\phphexthphp ocig 12c.dll

11 [zend extension=C:\Codiac.Service'x64\Release\php\ext\php xdebug.dl]]

12 ; [XDebug]
13 xdebug.mode=debug

14 mdebug.start _with request=yes
1L #debug.client host=127.0.0.1
16 xdebug.client port=5005

1 xdebug.remote _handler=dbgp

For debugging a PHP script, the following parameters should be set:

e php xdebug.dll is in the extension list.

e xdebug.mode must be set to debug.

e client host and client port matched the VS Code launch.json file.

The IP address (client_host) and the port (client_port) in the php.ini file should be visible and
accessible from the outer machine.
Then, perform the debugging steps as for the local debugging described above in the Debugging

section.
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10 Debugging C# plugin and AF extension functions

10.1Required tools
Download and install the tools below:

e Visual Studio 2019
The Visual Studio 2019 tool can be downloaded at the following link:
https://visualstudio.microsoft.com/downloads

o Install .Net desktop development.

o Install the Just-In-Time debugger.
10.2Tool configurations

10.2.1 Project configuration

On Visual Studio Solution Explorer, right click on the project, click Properties, and select Application
to view the project properties. At the moment, the C# project must be built with Net Framework 4.5.2.

10.2.2 Build C# project with debug symbols

Select the Debug configuration and build C# project (Ctrl-Shift-B). Then, copy the output DLL files to
<service root>\Debug\Modules\net directory for AF extension module; or <service
root>\Debug\plugins\net for plugin.

4 File Edit View Git Project Build Debug Test  Analyze

Q- e - T Debug - |Any CPU

A

10.3Debugging

1. Insert System.Diagnostics.Debugger.Launch(); to where you want to start the debug. This will
invoke debugger at runtime.
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[Method("example plugin to run SQL select query™)]
public J0bject SelectCrunch(J0bject jsenParams)

{

System.Diagnostics.Debugger. Launch();

// Select SQL syntax is:
J/{ SELECT "table name"."Column name” FROM "table name™

string sqlQuery =
" SELECT \"Crunch\".\"Contract\”,” +

" AN"Crunch\".\"Owner\" AS \"Person\"," +
. Vo o

\Crunch\" . \"MaturityDate\" AS \"Date\"," +
L T RELT AT A" AT V" MmO

2. Build plugin or module (with Debug symbols) and copy the output DLL files to <service root

directory>\plugins\net directory (for a plugin) or <service root directory>\Modules\net
directory (for a module function).

3. Run the service in administrator account.

4. Execute the plugin or module function. This will prompt a Just-In-Time debugger window.
Click the Yes button.

fa] Visual Studio Just-In-Time Debugger *

m An unhandled Microsoft NET Framework exception occurred in
ScriptExecutorMNet.exe [13788].

The Just-In-Time debugger was launched without necessary security
permissions. To debug this process, the Just-In-Time debugger must be run as
an Administrator. Would you like to debug this process?

% ves, debug ScriptExecutorNet.exe

— No, cancel debugging

View process details

5. Select a Visual Studio debugger instance.
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Choose Just-In-Time Debugger P

An unhandled Microsoft .MET Framework exception occurred in
ScriptExecutorMet.exe [13788].

Available Debuggers:

New |r|s13r1::e ::F Mlcmsuﬂ: Visual Studm 2015
Mew instance of Visual Studio Community 2017 (2)

Set the currently selected debugger as the default.
[ ]Manually choose the debugging engines.

Cancel

6. At this point, the debugger should stop at Debugger.Launch().

Process: | [18196] ScriptExecutorMet.exe r Lifecycle Events = Thread: |[11224] Main Thread -
[#] UnitValues - ¥ UnitValues.UnitValues = @ SelectCrunch{JObject jsonParams,
293 [ j
294
295 [Method("example plugin to run SQL select query™)]
296 B public J0bject SelectCrunch{JO0bject jsonParams)
297 7
> 298 System.Diagnostics.Debugger.Launch();
299
3ea ff Select SQL syntax is:
3e1 f// SELECT "table name"."Column name" FROM "table name™ i
382
383 string sqlQuery =
384 " SELECT \'Crunch\".\"Contract","™ +

7. You can step through the code by pressing the F10 (step over) and F11 (step into) keys and see
the variable values in watches.
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Process: [18196] ScriptExecutorMet.exe - Lifecycle Events - Thread: | [11224] Main Thread -

UnitValues.cs & # X
[<#] UnitValues

318
319
328
321
322
323
324
325
326
327
328

wo%w - 4

34

A Position

H Size

@, _position
bowy listResult

= ¥z UnitValues.UnitValues = @ SelectCrunch(JObject jsonParams, =
,,,,,, = rE— =
DbPort = "5432", &
DbAddress = "192.168.1@8.204" -
i
/I execute SQL query
DbCursor sqlResult = CodiacSDKApi.ExecuteSql(sqlQuery, dbConnector); |
Log($"DB Cursor size: {sglResult.Sizel}™); =327m:=elzpzed
IEnumerable<string> columnNames = sgqlResult.ColumnNames; "
IEnumerable<string> fetchedsSql = sqlResult.FetchOne(); -

4

Value

Pl =qlResult {CodiacSDK. NetWrapperdpi.DbCursor}

b A ColumnMames

15ystem.Ling.Enumerable. WhereSelectEnumerablelterator<Newtonso
0
4
0
{f[ £ "Amount": "§12,000.00", "Contract": "SAMPLEVUL", "Date"

8. To end debugging, open the Debug menu and select the Detach all menu item.
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11 Remote Debugging C# plugin and AF extension functions

Full instruction for the remote debugging for the C# applications can be found on the Remote Debug a
C++ Project - Visual Studio (Windows) | Microsoft Learn page.

11.1Required tools

Download and install the tools below on the remote machine:

e Remote Debugger
The Remote Debugger can be downloaded at the following link: Remote Debug a C++ Project -

Visual Studio (Windows) | Microsoft Learn

11.2Tool configurations

11.2.1 Install Remote Debugger

To set up the tool for remote debugging, follow the steps below:
1. Download the Remote Debugger.
2. Install the Remote Debugger on the remote machine.
3. Launch the Remote Debugger on the remote machine.

Recently added

Remote Debugger

The Remote Debugger working screen will be displayed as follows:

I Visual Studio 2019 Remote Debugger (Administrator)
File Tools Help

Date and Time Description
i27.02.2024 8:36:49 Msvsmon started a new server named "WSAMZN-HBLT22AL:4024', Waiting for new connections.

In the Remote Debugger working screen, perform the following actions, to configure the access to the

Remote Debugger:
1. In the Menu, click the Tools menu section and select the Options... menu item. The Options

pop-up window opens.
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Options ? X s

TCP/IP port number: 4024 |

Authentication mode

(®) Windows Authentication Permissions. .. |

(") Mo Authentication

Allow any user to debug

Maximum idle time (seconds): a

K, Cancel

In the Options pop-up window, fill in the necessary fields:
e TCP/IP port number — the communication endpoints that applications use to coordinate and
establish communication over a network using the TCP/IP protocol suite.

Based on the desired security level select:
o the Windows Authentication access and set the Permissions to a user,
or
e the No Authentication access for the remote debugging.

After the above-mentioned options are set, the remote machine will be ready to accept the Remote
Debugger’s requests.

11.3Debugging

On the local machine where plugins or modules were created, users just need to select the process in
the Visual Studio. The Remote Debugger will be attached to the selected process. For that:

1. Launch Visual Studio.

2. Click the Debug section on the menu, and select the Attach to Process... menu item.
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Da File Edit View Git Project Build Debug Test Analyze Tools Bdensions Window  Help

Windows g - CodiacHTTPSenvice - P L
Graphics [+

P Start Debugging F5

P Start Without Debugging Ctrl+F5

fﬂ—l Performance Profiler... Alt+F2

fﬂ—l Relaunch Performance Profiler Shift+Alt+F2
Launch Python Profiling...

@# Attach to Process... Ctrl+Alt+P
Other Debug Targets 4

¥ StepInto F11

2 Step Over F10
Mew Breakpoint 4
Delete All Breakpoints Ctrl+Shift+F9

Enable All Breakpoints
Disable All Breakpoints

QY %Y

- =

Import DataTips ...

£} Options...

M  Codiac.HTTPService Debug Properties

The Attach to Process pop-up window opens.
Attach to Process ? *

Connection type: Remote (no authentication) ~
Connection target: | 10.0.1.9 ~ Find...

Connection type information
The 'Remote (no authentication)' connection should never be used on a network that might have hostile traffic. Use 'Default’ connection
where possible.

Attach to: Mative code Select...

Awvailable processes

Filter processes Pl
Process 1D Title Type User Name Session
Show processes from all users Refresh
Attach Cancel

3. In the opened Attach to Process pop-up window, select:

V7 N\ AppMILL



\ ApPp Plugins and AF Extension Functions Debugging Guide

o the Remote (No authentication) debugger type from the Connection type drop-down
list,

o the remote machine IP address from the Connection target drop-down list, and

o press the ENTER key.

The debugger will connect to the remote machine, and the list of available processes that the debugger
can be attached to will be shown.

Connection type: Remote (no authentication) ~

Connection target: 10.0.1.5:4024 » Find...

Connection type information

The 'Remote (no authentication)' connection should never be used on a network that might have hostile traffic. Use 'Default’ connection
where possible.

Attach to: Mative code Select...
Available processes
Operation taking longer than expected
Process D Title o A remote operation is taking longer than expected.
Show processes from all users Refresh
Attach Cancel

4. In the available processes list, select the Codiac. HTTPService.exe process, and click the
Attach button.
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Attach to Process ? *
Connection type: Remote (no authentication) v
Connection target: 10.0.1.9:4024 ~ Find...

Connection type information
The 'Remote (no authentication)' connection should never be used on a network that might have hostile traffic, Use 'Default’ connection
where possible.

Attach to: MNative code Select...

Available processes

At reaching a code for the plugins, the process will be stopped at the breakpoint that was set in the
developed plugin or modules.

Filter processes P~
Process 1] Title Type User Name Session (3
chrome.exe 4738 x64 APPMILL\adenisevich 1
chrome.exe 3196 x64 APPMILL\adenisevic... 1
chrome.exe 5184 x64 APPMILL\adenisevich 1
chrome.exe 6448 Double Commander download | SourceForge...  x64 APPMILL\adenisevich 1
E cmd.exe 8056 Administrator: C\Windows\System32\cmd.ex..  x64 APPMILL\adenisevic... 1
] APPMILL\adenisevic... 1
il conhost.exe 8300 x64 APPMILL\adenisevic... 1
4 conhost.exe a728 b4 APPMILL\adenisevich 1 v
« - nann ca smmeanas o o -
i
[ Show processes from all users Refresh
«
i
«
i
I

1683 + str
& 1664 > pgx
1 EAn Y

To allow the remote debugging, files with the Debug information that were generated at the build
should be added.
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