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1 Introduction 

This guide provides step-by-step instructions to help you create and configure a certificate for Apache 

Tomcat. Whether you are installing a self-signed certificate or obtaining one from a trusted Certificate 

Authority (CA), this document will ensure a seamless setup process. The guide also includes essential 

prerequisites, such as verifying the availability of keytool.exe and configuring your Java SDK to prevent 

potential issues during implementation. 
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2 Prerequisites 

Before creating a new certificate and reconfiguring Tomcat, ensure that the keytool.exe utility from the 

Java SDK package is installed. If not, install keytool on Windows first and after that create a new Tomcat 

certificate. 

The description on how to install keytool on Windows is provided in more detail in the section below. 

2.1 Installing Keytool on Windows 

Step 1: Download the Java Development Kit (JDK) 

1. Visit the Oracle JDK download page.  

2. Select the appropriate JDK version for your Windows system.  

3. Download the installer (e.g., jdk-21_windows-x64_bin.exe).  

Step 2: Install the JDK 

1. Run the downloaded installer.  

2. Follow the on-screen instructions to complete the installation.  

3. Note the installation directory (e.g., C:\Program Files\Java\jdk-21).  

Step 3: Set the JAVA_HOME Environment Variable 

1. Open the Start Menu and search for Environment Variables.  

2. Select Edit the system environment variables.  

3. In the System Properties window, click Environment Variables.  

4. Under System variables, click the New button and add:  

• Variable name: JAVA_HOME  

• Variable value: Path to the JDK installation (e.g., C:\Program Files\Java\jdk-21).  

5. Click the OK button to save.  

Step 4: Update the PATH Environment Variable 

1. In the Environment Variables window, find the Path variable under System variables and select 

Edit.  

2. Click the New button and add the path to the JDK’s bin directory (e.g., C:\Program Files\Java\jdk-

21\bin).  

3. Click the OK button to save.  

Step 5: Verify the Installation 
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1. Open a new Command Prompt window.  

2. Type keytool and press Enter.  

3. You should see the keytool command options, confirming successful installation.  
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3 Creating New Tomcat Certificate 

Step 1: Create a Keystore 

1. Open a Command Prompt.  

2. Run the following command:  

"C:\Program Files\Java\jdk-21\bin\keytool.exe" -genkey -alias tomcat -keyalg RSA -keystore 

keystore.jks -storepass password -validity 365 -keysize 2048 

3. Provide the required information (e.g., name, organization, etc.).  

 

Step 2: Generate a Certificate Signing Request (CSR) 

1. Run the following command to generate a CSR:  

"C:\Program Files\Java\jdk-21\bin\keytool.exe" -certreq -alias tomcat -file appmill.com.csr -

keystore keystore.jks -storepass password 

2. The generated appmill.com.csr file will be used to request a certificate from a Certificate 

Authority (CA).  

 

Step 3: Obtain the SSL Certificate 

1. Submit the CSR to your chosen CA.  

2. Obtain the SSL certificate files, which usually include the primary certificate, intermediate 

certificates, and root certificate.  

3. For a self-signed certificate, run the following command: 

"C:\Program Files\Java\jdk-21\bin\keytool.exe" -gencert -alias tomcat -infile appmill.com.csr -

outfile appmill.com.crt -keystore keystore.jks -storepass password -validity 365 

Step 4: Convert the Keystore to PKCS12 Format 

1. Run the following command:  

"C:\Program Files\Java\jdk-21\bin\keytool.exe" -importkeystore -srckeystore keystore.jks -

destkeystore keystore.p12 -deststoretype PKCS12 -srcalias tomcat -deststorepass password -

srcstorepass password 
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Step 5: Extract the Certificate and Key from keystore 

1. Extract the private key:  

"C:\Program Files\AppMill\Clients\tomcat\bin\openssl.exe" pkcs12 -in keystore.p12 -nodes -

nocerts -out appmill.com.key -passin pass:password 

2. Extract the certificate:  

"C:\Program Files\AppMill\Clients\tomcat\bin\openssl.exe" pkcs12 -in keystore.p12 -nokeys -out 

appmill.com.crt -passin pass:password 

Step 6: Configure Tomcat for the New Certificate and Key 

1. Locate the httpd.conf file in the conf directory of your Tomcat installation (e.g., C:\Program 

Files\AppMill\Clients\tomcat\conf).  

2. Update the HTTPS port configuration by modifying the following lines:  

• SSLCertificateFile: Path to your new certificate (e.g., appmill.com.crt)  

• SSLCertificateKeyFile: Path to your new key (e.g., appmill.com.key)  

 

Step 7: Restart Tomcat 

Restart the Tomcat server to apply the changes. To restart the AppMill Local Web Server on the device, 

please follow the steps below: 

1. Enter Services to the search area in the Taskbar. 

2. Open the Services application. 

3. In the Services application window: 

a. select the AppMill Local Web Server application and  

b. click the Restart link at the top right corner of the window 

or 

c. right click on the AppMill Local Web Server application and select the Restart option 

from the list 

or 
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d. click the Stop and then Start links at the top right corner of the window. 

 

Step 8: Verify the Installation 

1. Open a browser and navigate to your site using: https://127.0.0.1:8888 

 

 


